
 
 

Multi-Factor Authentication Frequently Asked Questions 
 
 
1. What does Multi-Factor Authentication do? 
Multi-Factor Authentication provides additional account protection against various forms of online fraud. 
While your day to day banking will remain largely unchanged, the ability of a hacker to gain unauthorized 
access to your account will be reduced. You can use your account as you normally would from your home 
or office. However, in some cases you may see a difference in how your account behaves - particularly 
when you are attempting to log in from a computer that you did not previously register. In this case, you 
will be asked to provide proof that you are the owner of the account, using a variety of verification 
methods.  
 
 
2. What are the verification methods? 
Currently, we have three different verification methods: a temporary password sent to your e-mail 
address, a temporary password sent to your cell phone, or we will ask you a personal secret question. 
During the registration process, we will ask you to choose the method you prefer. If you select cell phone 
text messages, please be advised that your cell phone provider may charge you for the text message. 
Contact your cell phone provider if you are unclear of any possible charges resulting from this service. If 
you select email, we strongly recommend your e-mail account have a different password from your online 
banking account. If you would like to verify your identity by answering a personal secret question, the 
answer should be difficult for strangers to guess. Therefore, pick the method that is best suited for you.  
You may change your verification method at any time after you log in to your account. Multi-Factor 
Authentication will lead you through a process similar to that during the signup.  
 
 
3. What happens if I fail to verify my identity? 
If you fail to verify your identity after 3 consecutive times, your account will be blocked and you will not be 
able to access your account from any computer for 15 minutes. If you know you cannot verify your identity 
(i.e. you have forgotten the answer to the secret question or do not have access to your e-mail or cell 
phone), please call Corporate Services at (510) 723-5831 or e-mail us at 
Coprorate.Services@fremontbank.com.  
 
 
4. Should I register the computer I am using? 
You should only register the computer if it is the primary or secondary computer you use, such as your 
laptop, home or office computer. When you are using a public computer, such as ones at the airport, in a 
cafe, or library, select the option "I am using this computer once" at the computer registration step. This 
prevents others from potentially accessing your account again using the same computer. If you are 
borrowing a computer or staying at a hotel, the Multi-Factor Authentication also allows you to register a 
computer for a certain number of days. After that period, the computer profile will be deleted from our 
system and you will be asked to verify your identity if you log in again from that computer.  
 
 
5. What should I do if I lose my computer? 
In the unfortunate case of losing your computer, such as your laptop, you should notify us immediately by 
calling (510) 723-5831 or e-mail Corporate.Service@fremontbank.com and we will remove the computer 
from our system.  
 
 
6. Does it cost anything? 
Multi-Factor Authentication is Free! It is a service being offered by Fremont Bank to enhance the security 
of your online accounts.  



 
7. Do I have to commit to anything? 
There is n  required. Simply use your online account as you normally would and the system 
will take ca   
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13. Do other banks require this level of security for online banking? 
Yes, other banks are starting to deploy similar systems. As part of our ongoing commitment to improve 
online security, Fremont Bank is always evaluating the latest security technology.  
 


